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Agenda

• 10:00 Opening / Positioning / 2018 in a Nutshell
• 10:30 Containers and Sizing
• 10:50 SVG Icons
• 11:00 Integration of 3rd Party Web Frameworks
• 11:20 SCENARIO „Zürich“
• 11:35 Coffee Break
• 11:50 Style Management
• 12:10 Animations
• 12:20 SCENARIO „Somewhere in the Cloud“
• 12:35 BG Activities
• 12:45 Lunch Break

• 13:30 Docker
• 13:50 Session Management: Cookie <=> URL
• 14:10 SCENARIO „Athens“
• 14:25 Dynamic Page Management
• 14:45 Single Sign On
• 14:55 SCENARIO „Malta“
• 15:10 Coffee Break
• 15:30 CCEE
• 16:00 SCENARIO „Stuttgart“
• 16:15 Project setup
• 16:30 Audit Survival Guide
• 16:45 Road map
• 16:59 Questions & Discussion
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Roadmap 2018

Services

RISC
Client

Swing (Maintenance)

FX (Maintenance)

PageBean
Components
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Roadmap 2018

Services

RISC
Client

Swing (Maintenance)

FX (Maintenance)

PageBean
Components

RISC-HTML Client
„perfectly“ usable in desktop browser scenarios

„nicely“ usable in straight forward mobile scenarios

PageBean Components CCEE

BG is active!
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CaptainCasa

• Germany

– Björn Müller
– Dr. Ulrich Hirsch

• BG / Evolution IT

– Branimir Ananiev
– Nikolay Nikolov
– Rostislav Gardinov
– Velizar Atanasov
– Atanas Yalandz
– Galin Dobchev
– Alexander Krastev
– Ivan Penkov
– David Kostov
– Rumen Hristov
– Marieta Stoyanova
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Micro Kernel

RISC Browser Architecture

#Elements
#Attributes

#CSS

„2“ El.

Control Libraries 
(.js)
based

On
Nucleus Elements

Complex Instruction Set
Client
CISC

Reduced Instruction Set
Client
RISC

Rendering
„Algorithmic“

Rendering „Execution“
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Positioning
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Still the same old picture

W
eb

 U
I H

yp
es

B
u

s.
 A

p
pl

ic
at

io
n

Li
fe

 c
yc

le



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

Outside...

• Direct competitors
– Vaadin

● Incompatibility due to change of client 
framework

– GWT Google Web Toolkit
– Polymer

• Indirect competitors
– AngularJS
– ReactJS
– ...
– Client side development <=> Server side 

development



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C New Components



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

TEXTAREAWITHCOMMENT
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SCENEJS
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SVG „everywhere“
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BUTTONVERTICAL
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OVERLAYAREAITEM-
SHOWONAREAMOUSOVERONLY
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TEXTPANEVERTICAL
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Explicit Popup Styling
Modal/ModelessPopup.setStyleSeq(...)
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SHIFTCONTAINER++
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Flat Design of default Dialogs
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SHADOW
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QRCODE Scanner
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GEOLOCATION
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CAMERA
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ROWMATRIXAREA
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TOUCHKEYBOARD
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Better Animations
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SCREENGRABBER
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DROPRASTERTEXT
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POOLEDBROWSER
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MultiValueSelection
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DateRangeSelection
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AttributeAssignment
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MultiLineSchedule
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FULLSCREENBUTTON
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SPLITDASHBOARD
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WEBSOCKETPOLLING

Server
W

ebSocket C
onnection actionRequest
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Project
Setup
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Project structure

CaptainCasa

src
webcontent

webcontentbuild
  WEB-INF
    classes

webcontentcc

Maven

src
  main
    java
    resources
    webapp
  test

target
  classes
  <projectName>
    <projectName>.war

webcontentcc

pom.xml
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CaptainCasa tool setup => .ccproject

CaptainCasa

src
webcontent

webcontentbuild
  WEB-INF
    classes

webcontentcc

tomcat
  webapps
    cm2019

(always)
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CaptainCasa tool setup => .ccproject

tomcat
  webapps
    cm2019

Maven

src
  main
    java
    resources
    webapp
  test

target
  classes
  <projectName>
    <projectName>.war

webcontentcc

pom.xml
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Maven

• Maven is perrrrrfect for resolving dependencies

• ...but is more complex than ANT
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Creating a Maven project

• Create project in Eclipse
– Maven-build one time!
– (wecontentcc is downloaded)

• Import project into CaptainCasa toolset

• Decision during development
– Quick deploy

● Hot deploy!
– Heavy deploy

● Maven-build
● Reload
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Decoupling Toolset <=> Application

• Old
– The toolset should be the same version as the 

application
• „New“

– Decoupling!
– Any scenario allowed

● Toolset > Application
● Toolset < Application
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Gradle...

• Whom of us is using Gradle?

– ...could we share our knowledge?
– Minimum goal: Gradle-Setup-Guide
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Why not use both together...?

• Demo
– One separate Maven project to resolve dependencies
– Copy *.jar file over into ANT-managed projects

• FYI
– Possibility to also add Maven-jar-resolution as ANT-

taks, but I never tested this...
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Dynamic
Content

Processing
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(ROW)DYNAMICCONTENT

• Before
– Static data rendering was simple
– Dynamic data rendering was complex

Event processing was complex
● You always had to build up „shadow“ data 

lists in order to be reachable by expression
• Now

– Static data rendering is simple
– Dynamic data rendering is simple

Event processing is simple
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XXXXNode

• Old
– setXxxx / getXxxx

• New
– bindXxxx(IDynamicContentObjectBinding)

• IDynamicContentBindung
– IPageBean
– FIXGRIDBinding (List/Tree)
– *Binding classes
– Simple values: use wrapper

● *Delegation (e.g. StringDelegation)
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Do not forget about the REPEAT 
component!

• !!! - ?



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

Style
Management
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No change in structure...

• <project>
webcontent

eclntjsfserver
styles

own1
riscstyle_own1.xml
style.xml

CSS Control Attributes



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

But...

• No more compilation of „.css“
– „.css“ are dynamically generated at runtime

• No more hacking of XML
– Use tool! (!!!)
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The „special things“

• CaptainCasa needs to know about
– sizing
– coloring

• Sizing
– inset

margin
border

– font
• Coloring

– background
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Background color management

• Problem: no overlaying is possible via CSS!

• But: overlaying is heavily required
– Grid rollover

Grid selection
– Disabling

• The HTML „background“-style provides overlaying!

– style=“background: linear-gradient(rgba(51, 96, 127, 
0.176), rgba(51, 96, 127, 0.176)), linear-
gradient(rgba(0, 0, 0, 0.02), rgba(0, 0, 0, 0.02)), 
linear-gradient(rgba(255, 0, 0, 0.07), rgba(255, 0, 0, 
0.07)), rgb(240, 156, 164)“
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Consequence

• CaptainCasa uses background overlaying for all 
background operations

– CaptainCasa needs to know the „base background“ of 
the component in order to add

● rollover/selection
● higlighting
● disabling

• RISC values
–  „_backgroundModifierFocus*“
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Background modifiers

_backgroundModifierFormatError
_backgroundModifierFormatMandatory

_backgroundModifierFocus
_backgroundModifierDisabled
_backgroundModifierFocusDisabled

_backgroundModifierHover
_backgroundModifierActive

_backgroundModifierGridSelection
_backgroundModifierGridOdd
_backgroundModifierGridEven
_backgroundModifierGridRollover

_backgroundModifierPaintAreaItemSelection
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And some other special things...

• Some components outsource configure-able values 
into RISC style values
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Control Attribute Styling

• ...no changes! - And still very useful
– Control variants
– Maintenance of server side conrtol attributes

● FIXGRID-SBVISIBLEAMOUNT
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SVG Icons are the (?) way to go

• Advantages
– Scalable
– Adapt-able (colors)
– Huge number of libraries
– Useable in styles

• (Little) Disadvantages
– Sizing
– Adapt-able – but requires some SVG update

• Use SVG Icons!
– Do not use bitmap icons!
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SVG Icon Tool
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Dynamic SVG Adaptation

• Original image
– /images/camera.svg

• Now
– /images.camera.#008000.16x16.ccsvg

color size
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In the background...

• Internal processing
– „.ccsvg“ is bound to servlet „DynamicImageServlet“
– Class „SVGImageManagerFactory“ creates instance of 

„SVGImageManager“
● Own class by registering via

„initSVGManagerClass(Class clazz)“
– Class „SVGImageManager“ updates the SVG according 

to color and size definition

• Please check your icon library, if the internal 
processing is „good enough“ to update the SVG 
accordingly
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And one little issue

• You can use „@<style_values>@“ inside the .ccsvg 
image path:

• Original image
– /images/camera.svg

• „Hard way“
– /images.camera.#008000.16x16.ccsvg

• „Soft way“
– /images.camera.@svgDark@.@svgNormalSize@.ccsvg
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CC and the image size (I)

• The client processing requires to know the size of 
an image

– ...which is difficult to synchonously find out in 
HTML/JavaScript

• Consequence: if the size of an image is required, 
the server is requested to find out!

– Servlet: ImageSizeServlet
– http://localhost:50000/cm2019/ccimagesize/images

/zzz1.svg
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CC and the image size (II)

• You may help the client by encoding the default 
image size into the name of the image

– /images/camera_16x16.svg
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In principal, Spring is easy...

Configuration

Context

Application
getBean(<name>)
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In principal, Spring is easy...

Configuration

Application

Annot.
II

Annot.
I

XML

Context

getBean(<name>)
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Spring inside CaptainCasa I

• #{d.LoginUI.xxx}

public class Dispatcher
{
    public Object get(<name>)
    {
       ...
    }
}
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Spring inside CaptainCasa – Idea 1

• #{d.LoginUI.xxx}

public class Dispatcher
{
    public Object get(<name>)
    {
       ...
    }
}

Configuration

Context

getBean(<name>)
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Spring inside CaptainCasa – Idea 1

• Example: Configuration of PageBeans via Spring

• Advantages
– Less code
– More structure

• Disadvantages
– Debugging
– Complexity/Readability

• Complexity is moved
– ...but not removed...!
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Spring inside CaptainCasa I



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

Spring inside CaptainCasa – Idea II

web.xml

        AbstractApplicationContext c = DialogSessionApplicationContextFactory.instance();
In Java
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Idea I combined with Idea II

Configuration

Context

getBean(<name>)

web.xml/Spring: WebApplicationContext

Configuration

Context

getBean(<name>)

Dispatcher: DialogSessionContext

*
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This was the core of Spring, but...

• This was the core of Spring, but...
– Based on this coupling of objects Spring built up a 

service infrastructure for web/application 
management
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And now complexity starts...

• Each of the services is complex
– Because it solves some complex problem!

• Documentation is dependent on the service
– Example: Spring 5 „OpenId Connect“

● Some too short tutorials
● StackOverflow as main documentation

– Configuration: XML, 2 * Annotations
• Configuration is complex

– Configuration approach requires deep understanding 
of object structure

– May depend on Spring version
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Example: adding Spring security

web.xml

security.xml
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My wish...

• Spring provides a lot of infrastructure functions for 
managing/securing web applications

• Let us use these functions and let us gain/share the 
knowledge how to use these functions

– Bulgaria in action!

• Examples
– Spring SAML implementation
– Spring OpenId Connect implementation
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CCEE = CaptainCasa Enterprise Edition

• Collection of useful frameworks to build a business 
application

• Areas
– Configuration

– Persistence Management
– Scheduling
– Solr based text search
– ...and others
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CCEE Persistence Management

• Very thin, very straight forward layer for persisting 
Pojo-Objects

• Why not Hibernate/JPA?
– Nice

● Object mapping
● DB abstraction

– Not nice: 
● Combination with Context/Session 

management
● Implicit navigation...

– Hidden Complexity!
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CCEE Persistence Management

Plain JDBC

Hibernate
/

JPA

CCEE
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CCEE Persistence Management

• ...focusing on streamlining all SQL operations that 
deal with one table!

– Mapping Pojo-Properties <> Table Columns
– Insert/update/delete
– Query

• ...possibility to add any free style SQL by directly 
assembling SQL statements

• NO object factory
• NO implicit navigation
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Supported data types

Pojo Types JDBC Types
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DOFWSql

• query(...)
– queryColumnData(...)
– queryTop(...)
– queryOne(...)
– queryDistinct(...)
– queryFunction(...)

• save(...)
– insert(...)
– update(...)
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DB „Context name“

• Each context is associated with own database 
configuration

– Every DOFWSql function allows to pass the context 
name

• Purpose: working with multiple databases
– But: no synchronized commit!
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Job Scheduler
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Job Scheduler

• Internally is based on „Quartz“

• Update of Job-execution-tables in same transaction 
than application
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CloneUtil
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Containers
and

Sizing
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Default Container (PANE, ...)

• „Pixel“-sizing
– width=“100“
– width=“100+“

• Percentage-sizing
– width=“50%“
– width=“50%;200“
– cutwidth=“true“

• (same with height)
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Layering

• OVERLAYAREA
OVERLAYAREAITEM

– x,y,width,height
– showonareamousover
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Filling lines...

• ROWFLEXLINECONTAINER
– Columns: ROWFLEXCOLUMNCONTAINER

• ROWMATRIXAREA

• ROWADAPTIVEAREA
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CAPTUREANIMATOR

• PANE
    CAPTURANIMATOR trigger

animationtype
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ANIMATECHANGEOFSIZE

• ...with any component!
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The principal problem

Server

Browser



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

The principal problem

Server

Browser

4711

4711

4711

4711

4711
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Default: SessionId encode into URLs,
no Cookies

• Any URL that is passed from the server to the client 
in order to continue the session incorporates some 
encoded sessionId

– http://....../whatever/xyz.html;jsessionId=4711

• Advantage
– No Cookie required!
– No problem to have individual http-sessions per 

browser tab
• Disadvantag

– No Cookie required!
– Problems with almost all SSO frameworks...
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Cookie Problem

• The „normal default“ today is session management 
by Cookie

• But: Cookies are shared across browser tabs!
– Cookies are nice to transfer authentication session 

information – but are not usable to identify one 
browser tab!!!
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Cookie Problem

Server

Browser
Tab1

4711

4711

4711

4711

4711

Browser
Tab2
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Luckily,
CaptainCasa keeps a „Subpage-Id“

Server

4711

4711

4711

4711

4711

CC JavaScript Client

CC JavaScript Client

0815

0816

08150815 0816
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What the server does with the
SubpageId...

• Any expression is (and was always!) resolved by a 
CC-Expression-Resolver

– #{d.WhateverUI.firstName}

• This is the place where the lookup of e.g. „d“ is 
done per SubpageId
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Consequence

• Switching to Cookie-based session management is 
possible

– Objects of one tab (subpageId) are clearly separated 
from objects of another tab

web.xml

system.xml
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Two types of sessions

• „Classic“ HttpSession (cross Browser)
• „New“ SubpageSession (per Browser)

• You now have to clearly separate in order to be 
able to transfer your application from „URL-mode“ 
to „COOKIE“-mode

– In URL-mode 1 httpSession => 1 subpageSession
– In COOKIE-mode 1 httpSession => n subpageSessions

• HttpSessionAccess.getDialogSession()
– always returns back the „per browser session“
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Integrating
other

Web Frameworks



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

IFRAME based integration

• Advantages
– Maximum level of isolation

● JS libraries
● CSS

• Disadvantages / Challenges
– „Heavy approach“
– Loosing the context when closing/reopening
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Browser

IFRAMEINCLUDE component

IFRAMEINCLUDE

bridge.html

4711

bridge.html?4711

Config
Data

function ccReactOnNewConfiguration
                              FromServerProvided()
{
}

RISCIframeIncludeBuffer
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Browser

IFRAMEINCLUDE component

IFRAMEINCLUDE

bridge.html

4711

bridge.html?4711

Config
Data

Callback

function _processCallback(paramString)
{
    var callback = readCallback();
    callback.callback(paramString);
};

RISCIframeIncludeBuffer
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Typical issues

• Cross site scripting problems?
– No! - The bridge page is running on the sime sitet 

than the RISC-page!
• Interim data to be stored in bridge page?

– Use RISCIframeIncludeBuffer[„OWNDATA_“+bufferId]
• Drag/Drop possible?

– Yes.

• Usable for fine grained controls?
– No...
– In this case: write own CC component which is 

directly part of the RISC page
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Result

Browser

IFRAMEINCLUDE

configdata
String

event
String
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Audit
Survival Guide
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Audit Survival Guide I

• Please...
– Integrate us into your activities!

● We are interested, of course!
● We gained some experience in the meantime
● ...but please also reserve some budget for 

integrating us... ;-)
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Audit Survival Guide II

• We documented some of our experiences here:
– http://www.captaincasa.com/pdf/eclnt_risc_audithi

nts.pdf
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Audit Survival Guide III

• Veracode Scans are „industry standard“
– Static byte code analysis
– The results are stupid - ...sometimes!

● Example: Log-Infection
● ...and Veracode only accepts limited libraries 

that is trust („ESAPI“)
– Our lessons learned

● Follow the VW paradigm: and update the code 
so that Veracode is satisfied... if Veracode is 
too weird

● „Mitigate“ the spots



  C
ap

ta
in

C
as

a 
En

te
rp

ri
se

 C
li
en

t 
R

IS
C

Example

Clog.L.log(INF,“....“ + xyz)
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„Solution“

Clog.L.log(INF,“....“ + xyz)
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Example – XSS Flaw

http://..../images.camera.#FF0000.16x16.ccsvg

DynamicImageServlet

● Take parameters from URL
● name

color
size

● Call function:
● String svg = createSVGImage(name,color,size);

● Return svg as response
● response.getWriter.println(svg)
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Example – XSS Flaw

http://..../images.camera.#FF0000.16x16.ccsvg

DynamicImageServlet

● Take parameters from URL
● name

color
size

● Call function:
● String svg = createSVGImage(name,color,size);

● Return svg as response
● response.getWriter.println(svg)

http://..../<script>alert('Hallo')</script>.camera.#FF0000.16x16.ccsvg
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„Solution“

http://..../images.camera.#FF0000.16x16.ccsvg

DynamicImageServlet

● Take parameters from URL
● name

color
size

● Call function:
● String svg = createSVGImage(name,color,size);

● Return svg as response
● response.getWriter.println(svg)

http://..../<script>alert('Hallo')</script>.camera.#FF0000.16x16.ccsvg

Add „mitigation comment“ into Veracode scan tool,
in which you describe, how the functions ensure

that no cross site scripting can occur.

Use ESAPI encoding methods wherever appropriate.
Here: color, size
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Severe flaws from audit activity
Examples:

• DynamicImageServlet
– /dynamicimage/textimage(Hello,1500,#FF0000)

– now checked for reasonable parameters

– /dynamicimage/WEB-INF/web.xml
– now only accesses images

• ClassLoaderResourceReader
– /com.harry.HarryUI.clresource

– now only accesses images
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Consequences

• Keep up to date with CaptainCasa releases

• Proposal
– One selected person of your company to be 

registered for „Security-Issues-Mailing-List“

● Communication of flaws via this mailing list
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CaptainCasa
Services

in
Bulgaria
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Evolution IT – The partner in BG
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Sofia
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Team
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Typical project

• ...get to know!
– Björn, Branimir
– First PoC by small project 4-6 week

• Kickoff in Sofia
• Close cooperation

– Two weekly meetings
● Backlog meeting
● Status meeting

– Skyyyyype!
• Quarterly/Half a year meetings in Sofia
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What „Meeting in Sofia means“

• Flight
– Duration: 2h
– Cost „WizzAir Priority“: 150 EUR

• Hotel (5 minutes from office)
– 60 EUR per night
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What „Meeting in Sofia means“

• Restaurants
– Really cheap (and good!)

• Efficiency
– 2 ½ days of travel => 1 ½ days of work
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Other issues...

• Rates
– 390 EUR per day

• Onboarding time
– 2-4 weeks
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Roadmap 2019

Services

RISC
Client

Swing (Maintenance)

FX (Maintenance)

PageBean
Components

Components
Mobile gestures (sizing)
Feature
Feature
Feature

Install + Project Setup
MacOS
Linux

Gradle
Idea

Infrastructure
Embed useful Spring
functions in front of
CC-processing

PageBean
Components

CCEE

Project
Project
Project
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Konfuzius Björn says:

Ctrl-Shift-O

macht froh!
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