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Agenda

10:00 Opening / Positioning / 2018 in a Nutshell
10:30 Containers and Sizing

10:50 SVG Icons

11:00 Integration of 3™ Party Web Frameworks
11:20 SCENARIO ,,Zurich*

11:50 Style Management , 13:30 Docker
12:10 Animations

12:20 SCENARIO ,,Somewhere in the Cloud*
12:35 BG Activities

13:50 Session Management: Cookie <=> URL
14:10 SCENARIO ,,Athens“

14:25 Dynamic Page Management

14:45 Single Sign On

14:55 SCENARIO ,,Malta“

15:30 CCEE

16:00 SCENARIO ,,Stuttgart®
16:15 Project setup

16:30 Audit Survival Guide
16:45 Road map

16:59 Questions & Discussion
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Where we are
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Roadmap 2018

RISC
Client
- Swing (Maintenance)
c
2 FX Maint
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Roadmap 2018

RISC-HTML Client

RISC
Client perfectly” usable in desktop browser scenario

icely“ usable in straight forward mobile

Swing (Maintenance)
FX (Maintenance)
FEELEIEIEEN EgeBean Componentz CCEE ;
Components

Services BG is active!

CaptainCasa Enterprise Client




CaptainCasa
Germany - BG / Evolution IT
- Bjorn Muller - Branimir Ananiev
— Dr. Ulrich Hirsch - Nikolay Nikolov

- Rostislav Gardinov
- Velizar Atanasov
- Atanas Yalandz

- Galin Dobchev

- Alexander Krastev
- Ivan Penkov

- David Kostov

- Rumen Hristov

- Marieta Stoyanova

CaptainCasa Enterprise Client




RISC Browser Architecture

Complex Instruction Set Reduced Instruction Set
Client Client

CISC RISC

#Elements
#Attributes 1
#CSS Control Libraries
(-Js)
based
On

Nucleus Elements

I »2“ EL. I

CaptainCasa Enterprise Client




Positioning

Powerful HTML Rich Client Framework

for demanding Business Applications

Rock solid, industry-stable
Cross browser/device

High performance
Overcoming HTML restrictions

Simple development, Java-only
Huge component library
Based on standards

CaptainCasa Enterprise Client

Using RISC-HTML




Still the same old picture
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Outside...

Direct competitors
- Vaadin

* Incompatibility due to change of client
framework
- GWT Google Web Toolkit

- Polymer

Indirect competitors
- AngularJS
- ReactJS

- Client side development <=> Server side
development

)
C
2
O
w
'U)
-
(@)
—
O
b
C
L
©
wn
©
O
c
©
o+
(@)
©
O




New Components
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TEXTAREAWITHCOMMENT

Demo  Layout XML  Server side Java Code w

1 - The component
g TEXTAREAWITHCOMMENT shows a
4 <iBraglib prefin="f" uri= f/eore"ss normal text area on the right.
5| <tftaglib prefix="h" uri= html"%>
[ On the left there is a parallel text
7| <tftaglib prefix="" " MMEB-INF/democontrols™is> area which renders a comment. The
8 «<%¥fraglib prefix uri WEE-INF/eclnt"is TR i SR
3 <iftaglib prefix="ccaddons™ uri="/WEE-INF/ccaddons %> X P v
10 numbering, but may also be
11 something different.
12 | <!— == CONTENT BEGIN ==
13 | <fiview>
14 | <h:form>
15 | <f:subview id="workplace_demchelloworldg sv">
16 " cbjectbinding="4{[d.demoHelloWorld}" >

text="Your Name" width="120" />
clientname="yourNam=" text="#{d.demcHellcWorld.name}

19 | <t:field id= "
20 </tirows>
Zl | <t:rowdistance id="g 5" height="3" />

wWwidth="200" userhint="Your Name" />

22 < a" o

23 |« id="g_7" width="120" />

24  «t:button g_£" acticnlistener="#{d.demoHelloWorld.cnlelle}" clientname="onHello™ text="Hesllo!"™ />

Z5 | </Tirow>

2§ <t:rowdistance id="g_8%" height="50" />

z7

23 sult" width

zZ9 clientname="result"” enabled="false" text="#!/d.demoHelloWorld.output}” widch="100%" /> T
Default numbering Own numbering

CaptainCasa Enterprise Client
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CENEJS

Demo  LayoutXML  Server side Java Code

In this example the Scenejs-graph is
built up dynamically using Map-
objects and using the Google G50N-
library for creating JSOM strings.

In addition name-nodes are passed
into the graph, which can be selected
by the user. 5o if clicking one of the
cubes the corresponding
information is sent back as event to
the server side processing.

CaptainCasa Enterprise Client




SVG ,,everywhere*

Examples for "error fields"
Example "error field"

100% rendering

Examples for "error fields" A

Example "error field"

150% rendering

e
c
2
O
O
.U)
-
a
—
@
b
c
L
C
(7]
(o}
O
c
©
)
o
(o]
O




1x231 Buooo QOo00000000000007

1¥3] 1IOLS

uonng 152

LelIng 1sa |

Sized by content

BUTTONVERTICAL
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OVERLAYAREAITEM-
SHOWONAREAMOUSOVERONLY

Show content on mouse over
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Mave the mouse over the following area:

Some content

Demo  Layout AML  Server side Java Code

Show content on mouse over

Demo  Layout XML  Server side Java Code

Move the mouse over the following area:

Some content

=Dme Mare exXplanation o

=hi= -

[s B 10




TEXTPANEVERTICAL

. E = . E = Lorem ipsum daolor sit amet, consetetur sadipscing elitr, sed diam
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E2 & = ET & = erat, sed diam voluptua. At verc eos et accusam et justo duc dolores et ea
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Explicit Popup Stylin

Modal/ModelessPopu

DEE LLET

New Functions

v Arranging Content

Components
Containers
Grids & Trees

General

~ Popup Dialogs
= Popup dialogs
= Popup sizing
Papup positioning
Auto Sizing of Popups
Positioning on top of compone

Pass Values intc Popup
Chained popups
Undecorated Popups
Moving window by titlebar
Opacity of Popups
Adapting Popup Size

Tooltip Popups
Sticky Popup Position

Opening of value help dialogs

Screen background coler
Guided tour

Closing popup by moving mou:
= Own style class for popup dialc

? Includes

» Pags Beans

¥ Blockable Area

?» Dynamic Layout

Add-ons

Functions

Own style class for popup dialogs

Demo  Layout XML  Server side Java Code

Lorem ipsum dolor sit amet,
consetetur sadipscing elitr, sed
diam nonumy eirmod tempor
invidunt ut labore et dolore magna
aliquyam erat, sed diam voluptua.
At vero eos et accusam et justo duo
dolores et ea rebum. Ster clita kasd
Eubergren, no sea takimata sanctus
est Lorem ipsum dolor sit amet.
Lorem ipsum dolor sit amer,
consetetur sadipscing elitr, sed
diam nonumy eirmod tempor
invidunt ut labore et dolore magna
aliquyam erat, sed diam voluptua.
At wvero eos et accusam et justo duo
dolores et ea rebum. Stet dita kasd
gubergren, no sea takimata sanctus
est Lerem ipsumn dolor sit amert.

Close

Own style class for popup dialogs X

By default the popup dialog is styled
using the style class
"riscdialog_popup” - which in the
default style is defined as area with
white background and with a certain
shading.

Butyou can also extend this style
class by own style classes - and then
pass the name of the style class by
«calling method
Modal/ModelessPopup.setStyleseqg(.
dt

Demo Layout XML

.setStyleSeq(...

Server side Java Code

Open Popup
» A
Some label Some field
Some label Some field
Close
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SHIFTCONTAINER++

Communication

label
label

label

Communication

label
label

label
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Flat Design of default Dialogs

This message is outpurt as SUCCESS message.

This message is output as ALERT message.

0K

OK

her clicks on the icon or oresses< Fd inside the field.

Please read X I
I
wup . : 5
i This is the content of the popup. And an icon is shown on
P the left side as well.
elF
: Please confirm by pressing OK. |
fan
= 0K

CaptainCasa Enterprise Client
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SHADOW
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Components

“ Some simple examples
o Hello World!
o Mini Spreadshest

o Demo Budget
Straight Controls
o Basic Controls
> Label Cantrol
> Field Contral

DEH L BE

New/Updated Functions

MNov 05th, 2018 - new
= Applying shadows

Applying shadows

Demo

W Oct 22nd, 2018 - new
o Chinese touch keyboard
* Sept 29th, 2018 - new
o Shake animation, popup animation

New Functions

o Grid default popup dialogs

* Sept 19th, 2018 - new

o Accessing style information
Sept 3rd, 2018 - new

o Dynamic content via TempFileAccessMgr
July 27th, 2018 - new

o Text pane - word wrapping
Aug 06th, 2018 - new

Containers

Grids & Trees

General

Add-ons

B Functions Q) Search & In

Some field

Some button l

Some title

Applying shadows X

Layout XML Server side Java Code

All graphical components provide a
SHADOW atrribute,

The definition of the value internally
consists out of 3 definitions:

1. the horizontal offset of the shadow
2. the vertical offset of the shadews
3. the blurring around the border of
the shadow. If defining "0" then the
border of the shadow is "exact!”, If
defining "4" then there is some
blurring 2 with a size of 2 pixels on
each side of the border line.

The shadow definition autornatically
updates the component's size: a
margin is arranged around the
component.
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QRCODE Scanner

Demo Layout XML  Server side Java Code

Place a QR Code in front of your camera...

Protocol:

QRCode was scanned: htopi/fwww.example.com, Tue Nov 20 08:10:49 CET 2018
QRCode was scanned: htepi/fwww.example.com, Tue Nowv 20 06:10:31 CET 2018
QRCode was scanned: htep:/fwww.example.com, Tue Nov 20 06:10:52 CET 2018
QRCode was scanned: htrp:/fwww.example.com, Tue Nov 20 06:10:53 CET 2018
QRCode was scanned: htepi/fwww.example.com, Tue Nov 20 06:10:54 CET 2018

o TR S S S T B PR s S e e T e e e e T T

CaptainCasa Enterprise Client
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GEOLOCATION

GPS Sensor Information A
Accuracy 2,820 Protocol:

Event: OK at Mon Dec 03 09:57:08 CET
Lengitude 88006656 2018
Latitude 49,3780992

i O
2= Neckarriedkapf
20411

A
o Holimuthy
285ma

CaptainCasa Enterprise Client




CaptainCasa Enterprise Client

CAMERA

[ CaptainCass Enterprise Clis- @ X +

&« C @ localhost:50000/demos/workplace.workplaceRisc.risc

2 apps i Demososo g EDITOR2020  [§ DEMOS0000 g EDITORS1000 [Y BPMN Analyser [ Leitstand [ HelioWodd [ Meuer Tab
Camera - take photo

Demo  Layout XML  Server side Java Code
Structuring page content —
Panes
Foldable / Titled Pane - The CAMERA component shows what
Tab Pane = is currently is recorded by the web
Tab Pane (server side) camera, By pressing the "snap’-
Sizeable Pane - - button, the current image is sent o
Applying shadows the server side in its original camera
Background Painting resolution.
Container sizing
Layering
Adaptive Containers
Runume update of size
Alignment in Rows

Dashboard

The CAMERA component requires
some explicit activation by the user
for security reasons. Itis NOT
available on Internet Explorer 10/11.

Scroll Pane - Extended Funcrions
Split Pane - Extended Functions
Tiled Area

Transfer of actual Size

Focus Observation

Cascade rendered=falze

Shift Container

Hideable Container

Scale Pane

Slide Container

Blockable Area Captured image

Grids & Trees
General

Add-ons

Functions QSearch &I > Hello World! X  Basic Controls X Simple Grid X  Structuring page content X Camera - take photo X




-_— .
ROWMATRIXAREA

Helle First name Seme button
world Last Name
Lorem ipsum dolor sit amet, consetetur First Second -
sadipscing elitr, sed diam nonumy eirmod Hello
tempor invidunt ut labore et dolore d
First name Lz

magna aliquyam erat, sed diam voluptua.
At wero eos et accusam et justo duo
dolores et ea rebum..Lorem ipsum dolor
sit amet, consetetur sadipsdng elitr, sed

Last Name

diam nonumy eirmod tempor invidunt ut
labore et dolore magna aliquyam erat, sed
diam voluptua. At vero eos et accusam et
justo duo dolores et ea rebum.
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TOUCHKEYBOARD

» Some simple examples
i emo ou erver side Java Code ererence =
; Salghteontly D LayoutXML S d Cod Refi TOUCHVIRTUALKEYBOARD
Scheduling
" » Animation & Graphics & Sound
=8 Touch Screen . ;i
= First Name | The TOUCHVIRUTALKEYBOARD is a
° Touch field software keyboard component thatis
L ° Mumeric field Last Name not bound to a specific
= Field with touch popup i 5 field/component but that operates
° Point of Sales indenpently as a vitrual keyboard.
= = Touch Keyboard Layouts Married
= Touch Grid Navigation )
° Signature Height
° Keyboard Scanner Department -
° Chinese keyboard
= QR Code Scanner {|SQR)
° Stable virtual keyboard OK
» Reporting, PDF, VG
I » Mobile Periphery
o p—
—
(%2]
o p—
[ 1 2 3 “ 5 6 7 8 ) 0 DEL [ << >>
GL) SElinlies @ q w e r t z u i o p i | #%8
c © ds & Tree a s d f g h i k 1 & & |ABC
L
S enera Caps y X c v b n m : ’ -
)
% z Addo Shift Space 0K
LC) .l 0 O e 0 ' R able eyvboard
'©
a
(C




Better Animations

‘

Workplace configuration - Animations

Functions 1 I Anin 3t X

Image Capturer & Animator (1) X

>
: Demo  Layout XML  Server side Java Code = RE/
4 >
_8 : Animations can be applied to the
ﬁ i Animation type workplace by using an AP| - please
a check the Java Code of this demao.
> Hide content to the left
- > The animation is applied every time
4 g > Hide content to the right some content changes within a
o workpage container area.
| E : Hide content to the top =z
T > Hlidessi 1o b st The default animation within the
= > workplace framework is "fogdark”,
L [T} > @ Shrink content to center which means that the container area
C | z > Sch is shaded for a short point of time. In
Cl) I A:i ) ) Demo Area the demo waorkplace the default
o Show shadow, which then disappears animation type is set to
— s
( ) "shrinkcontenttocenter”.
o Show highlighting, which then disappears Shrinkcontentrocenter
a Animate!
CI) Hide shadow to left
(%2] :
* : s Hide shadow to right
D— Hide shadow to top
|
q) Hide shadow to bottom
)
c s
I ] I MNo animation
(%)
c
'©
+—J
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SCREENGRABBER

Grab Type Pane .
Grab...!
Grabbed area A
Some label
Some field

" Some button

Some Grid

GrabMgd area A

Some label
Same field

' Some button

Grabbed image
Some Grid
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E———S—S———
DROPRASTERTEXT

0:2:00

SEF'IE schedule
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POOLEDBROWSER

Components Pooled browser

Containers Enterprise Client Community

.
. m @ Search @ Recent Topics Member Listing @ Back to home page
Grids & Trees

@ Register / @J Login

General All Issues Ezm

» Popup Dialogs Forum Index -» All Issues set all topics as read
? Includes I—PI
Tanswers | Author | Views | Lastmessage

» Page Beans

Dashboard

» Blockable Area
. = 23/09/2014 16:53:52
Dynamic Layout IE 11 - ActiveX EOsmaniliu 3487 CaptainCasa 01

Asynchronous Precessing Exceptions on CC-SDM 20110406 when using configuration cvieira 3™ Wm;i::; :3523:35

Adapter Binding
= = P 07/04/2011 12204:35
Style and Language Management Doubts on using functions cvieira 1252 evimirs #01

(%3]
=
8
e~
1=}
c
=
(T
=
(1)
=

>
>
>
>
>
>
>
>
>
>
>
v

Client Clipboard
. = - 06/04/2011 11:24:42
Tool Tips # User Hints Cannot use CC-5DM 20100802 on Enterprise Client 4 cvieira 1133 CaptainCasa =01

General Issues ) 07/02/2011 17:27:02
SDM acces to other relational database Lkuetem 1570 CaptainCasa 01

Server Side Value Binding
Server side |FreeChart CC-SDM version 20100802 CaptainCasa 1152 03&(:3::'2:('::3%“
Woaorkplace Management

. . = 260772010 13:41:29
Client Integration First posting... Admin 1438 min 0

RISC Client Integration

Camera / take photo

Geo location newtopic ) Forum Index -> All Issues

Insert JavaScript

Insert HTML Goto: [Select a forum ]
Keyboard Scanner

Combination: Scanner <= Field input
P @ Hew messages @ Ho new messages @ Announce

Subpage
Krame inclusion with |5 interface @ New messages [ hot ] @ Mo new messages [ hot ] g} Sticky Forum Leacers:

Playing videos @ New messages [ blocked | @ No new messages [ blocked |

Playing Youtube movies
Pooled browser Povrered by Forum 2.1.6 & JForum Team

Add-ons

Functions Q,Search & Pooled browser X

CaptainCasa Enterprise Client




MultiValueSelection

Bammental
Bayrischzell
Sofia
Karlsruhe

Minchen
Stuttgart -

Alle selektieren Selektion léschen
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DateRangeSelection

Date range - - @ The date-range-selector-button (cdass

Jahr  Monat Waoche =

01.03.2019 - 31.07.2021

Jan Feb Mar Apr Mai Jun Jul Aug Sep Okt Nov Dez =
2015 1 2 3 4 5 6 7 8 9 10 11 12

2016 1 2 3 4 5 6 7 B 9 10 11 12

2017 1 2 3 4 5 7 8 10 1 12
2018 | 2 . : = 5 2 = = : =

2019 1 2 + 3 & & 5 6 7 8 9 10 1 12

2020 ] 2 3 4 5 6 8 9 10 11 12
2021 1 2 3 4 5 6 «@NpNE 3 ) 10 1 12

2022 1 2 4 5 6 7 B g 10 11 12

2023 1 2 3 4 5 6 7 8 9 10 11 12

2024 ] 2 3 5 6 7 8 9 10 11 12

2025 1 2 3 4 5 6 7 8 9 10 11 12

2026 1 2 3 4 5 6 7 a8 9 10 11 12 -
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I—————————————————
AttributeAssignment

w W Ceolor
= % Red
o ' Red
o Blue
* M Fontsize
o & 12 -default
=« 16 -headline

= v 20-tide
o 30 - special
o 50 - special

“ + Font family
o & Arial
=+ Trebuchet M5

e
c
2
O
O
.U)
-
a
—
@
b
c
L
C
(7]
(o}
O
c
©
)
o
©
O




MultiLineSchedule

0:0C1:0C2:03:004:005:006:07:008:009:001 0:01 1:01 2:01 2:01 4:01 5:01 6001 7201 821 9:020:C21:C2:023:0 »

Shift 1 Shift 2 Shifc 3
Machine 0 SI_( SLO¢ S1_0M SI_0/5 SI_0/0
SI_0s2 SI1_0/6 SI1_0/9
51043 S1_0/2
Machine 1 SI_1/8 SI_1/0 S SIALSIAN
Si_1/2 5 SI_1/4
SI_1/7 SI_1/6

- Machine 2 SI_252 SI_244 Sl Sl_2/6 SI_2/0

c sl_ SI_247 Sl

()
T , SI_2/9 SI_2/8
U Machine 3 Sl_3/2 SI_3/4 SI_3/% sl_3/6 Sl SI_3/5
O ]

N ] I S 51347
© pr—

(- SI_3/9

(@)

|- Machine 4 sS4 51 448 SI_442 S1_4/0

()

) Sl_44 SI, SI_4/4 SI_443

c
Ll Sl

C SI_4i7

(7]

(o}
O

c Occupancy 1% i a0 OB % /70 P 505 5 e L3008 7402 06 | 906
= m_ =S REl .-

(@)

©
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FULLSCREENBUTTON

Demo  Layout X!
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Components

“ Some simple examples
= Hello World!
= Mini Spreadsheet

= Demo Budget

“ Straight Controls

o Basic Controls
» Label Control

Dashboard

New/Updated Functions

~ May 05th, 2019 - new
= Split dashboard
~ Apr 30st, 2019 - mew
= Chartjs - with showing labels
~ Apr23rd, 2019 - new
= Synchronized horizontal grid scrolling
~ Apr1st, 2019 - new
° Drag info text + cursor

New Functions

= Tree with fix columns
v Mar 11th, 2019 - new

= Beta: Grabbing screen content as image
v Feb 18th, 2019 - new

= Animations with content snapshot

= Animations within workplace

» Animation & Graphics & Sound

Containers

Grids & Trees

General

Add-ons

Split dashboard

Demo

Title O

Title 1

Title 2

Title 3

Title 4

Title 3

Title 6

Title 7

Drop here

to remove

Layout XML

SPLITDASHBOARD

Title 7

This is the description of
itern 7.

Title 2

This is the description of item 2.

Server side Java Code

This is the description

Title 4
This is the description of item 4.

Title 5
This is the description of item 5.




WEBSOCKETPOLLING

actionRequest

Server

Aémcmonxmﬁ Connection V\é
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Project
Setup
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Project structure

CaptainCasa Maven

SIré¢ — Src

webcontent main
Webcontentmresou rces
WEB-INF webapp

classes

test

webcontentc target

classes
<projectName>
<projectName>.war

webcontentcc

pom.xm]




CaptainCasa tool setup => .ccproject

CaptainCasa
src tomcat
WND content '7””’””””’%77——7(g,'twua%yws%)%i% we b a p p S
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CaptainCasa tool setup => .ccproject

Maven

target

1 <project

tomcat
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‘${project}/target/classes”

="${project} /webcontentcc”

webapps
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Maven

-+ Maven is perrrrrfect for resolving dependencies

<dependency>
<groupId=com.sun.faces</groupIds=
<artifactidsjsf-api</artifactids
<version=2.2.18</version=

</dependency>

<dependency:
<groupId=org.glassfish</groupId>
<artifactid=javax.faces</artifactIds
<version=2.2.18</version=

</dependency>

<dependency>. <!--. 15F dependency --=
=groupId=javax.servlet.jsp.jst1</groupids=
<artifactId>jstl-api</artifactid>
<version=l. 2</versions

</dependency>

<dependency>. <!-- PDF creation in grid processing --»
<groupId=com. lowagie</groupId=
zartifactIds=jtext</artifactId:
<version=2.1.7</version>

</dependency>

<dependency> <!-- HTML sanitizing -->
<groupId=org. jsoup</qroupIds>

- ...but is more complex than ANT
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Creating a Maven project

Create project in Eclipse
- Maven-build one time!
- (wecontentcc is downloaded)

Import project into CaptainCasa toolset

Decision during development
- Quick deploy
* Hot deploy!
- Heavy deploy
* Maven-build
* Reload




Decoupling Toolset <=> Application

Old
- The toolset should be the same version as the
application
,New*
- Decoupling!

- Any scenario allowed
* Toolset > Application
* Toolset < Application
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_—
Gradle...

Whom of us is using Gradle?

- ...could we share our knowledge?
- Minimum goal: Gradle-Setup-Guide
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Why not use both together...?

Demo
- One separate Maven project to resolve dependencies
- Copy *.jar file over into ANT-managed projects

FYI

- Possibility to also add Maven-jar-resolution as ANT-
taks, but | never tested this...
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Dynamic
Content
Processing
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(ROW)DYNAMICCONTENT

Before
- Static data rendering was simple

- Dynamic data rendering was complex
Event processing was complex

* You always had to build up ,,shadow* data
lists in order to be reachable by expression
Now
- Static data rendering is simple

- Dynamic data rendering is simple
Event processing is simple
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XXXXNode

Old

- setXxxx / getXxxx

New
- bindXxxx(IDynamicContentObjectBinding)

IDynamicContentBindung
- |PageBean
- FIXGRIDBinding (List/Tree)
- *Binding classes
- Simple values: use wrapper
» *Delegation (e.g. StringDelegation)
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Do not forget about the REPEAT
component!

-7
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Style
Management
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No change in structure...

- <project>
webcontent
eclntjsfserver
styles
own1

= riscstyle_own1.xml
'% style. xml
5 Control Attributes
i




—
But...

€

No more compilation of ,,.css
- ,,.css“ are dynamically generated at runtime

No more hacking of XML
- Use tool! (!!!)
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The ,,special things*

CaptainCasa needs to know about

- sizing
- coloring
Sizing
= - inset
o :
S margin
2 border
o
E - font
5 Coloring
©
S - background
2
I
a
(o}
O




Background color management

Problem: no overlaying is possible via CSS!

But: overlaying is heavily required
- Grid rollover
Grid selection
- Disabling

The HTML ,,background“-style provides overlaying!

- style="background: linear-gradient(rgba(51, 96, 127,
0.176), rgba(51, 96, 127, 0.176)), linear-
gradient(rgba(o0, 0, 0, 0.02), rgba(0, 0, 0, 0.02)),
Tinear-gradient(rgba(255, 0, 0, 0.07), rgba(255, 0, O,
0.07)), rgb(240, 156, 164)“
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Consequence

CaptainCasa uses background overlaying for all
background operations

- CaptainCasa needs to know the ,,base background* of
the component in order to add

e rollover/selection
* higlighting
* disabling

RISC values

- ,,_backgroundModifierFocus**

NS
c
2
O
]
'U)
C
(@
—
]
)
c
Ll
©
(%p]
©
O
C
©
+—J
(@)
©
O




)
c
i
)
)
'U)
4
a
—
0
)
c
L]
©
(%]
©
O
c
©
)
aQ
©
O

Background modifiers

_backgroundmodifierFormatError
_backgroundModi fierFormatMandatory

_backgroundModifierFocus
_backgroundmodifierbDisabled
_backgroundmodifierFocusDisabled

_backgroundmodifierHover
_backgroundMmodifierActive

_backgroundmodifierGridSelection
_backgroundmodifierGridodd
_backgroundMmodifierGridEven
_backgroundmodifierGridrRollover

_backgroundmodifierPaintAreaItemSelection




And some other special things...

- Some components outsource configure-able values
into RISC style values

function RISCSingleTreeNode(asFrototype)

CI]
thiz. getAccessibilityControlTitle_parent_singletreenode = this.getAccessibiTityvControlTitle;
this. reactOnRISCEvent_parent = this.reactOnRISCEvent;
thiz.setStyleClass_parent_singletreenode = this.setStylellass;

-] thiz. getComponentText = function() { return this.getTreeText(); I:

I thiz. init_RISCSingleTreeNode = function()

= {

this.init_RISCComponent();
this.m_Tevel = -1;
o+ this.m_status = -1;
cC this.m_indentPerLevel = 20;
Q this.m_indentPerLevelExplicitivSet = false;
o= this.m_image5ize = 16;
@) this.setFocusable(trus);
this.m_statusElement = new RISCElementImage();
() this.m_textElement = new RISCETement();
‘,’_’ this.addsubElement (this.m_statusElement);
1 S this.addSubElement (this. m_textElement);
(@l this.m_toggleImageCursor = RISCSTYLEAccess, p{RISCSTYLEPARAM_toggleImageCursor,this, "pointer™);
GL) this.m_toggleImageCursorEndNode = RISCSTYLEAccess. p(RISCSTYLEPARAM toggleImageCursorEndMode,this, "default™);
events
= if (RISCUtil.isDesktop())
L
©
wn

& {
this.m_statusElement.setC]i allback(this);
this.setkeyCallba 1s);
- ks
© - . els .
RISCSTYLEPARAM_toggleImageCurs™ = “_toggleImageCursor™;
RISCST'T’LEF'AR&.I'-'I_":DQQ'I EITagECur"zu:ur"E_nqudE = '_t:1|:_||:_|'_-eITagelCurE:JrEnth:JcIe';
e = . -

+J this.m_content = null;
(@l this.setAccessibilityControlName("SingleTreenode™);
8 this.set5tyleClass("riscsingletreenode™);




Control Attribute Styling

...no changes! - And still very useful
- Control variants

- Maintenance of server side conrtol attributes
 FIXGRID-SBVISIBLEAMOUNT
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SVG Icons
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SVG Icons are the (?) way to go

Advantages
- Scalable
- Adapt-able (colors)
- Huge number of libraries
- Useable in styles
(Little) Disadvantages
- Sizing
- Adapt-able - but requires some SVG update

Use SVG Icons!

- Do not use bitmap icons!
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SVG Icon Tool

Create SVG lcon

v

& chartjs Q

= comma pi

& commons-io-1.4 ﬂ X

&= crypto

al
e

= i e ic_local_convenientic_local_dining_24pic_local_drink_24pxic_local_florist_24p:

= delivery E.ﬂ !
= ebooks °*
& eclipse

= eclipse_ide m *

= EnterpriseClient
B ESAPI ic_local_laundry_seic_local_library_24pic_local_mall_24px. ic_local_movies_24

4
5

ic_local_gas_statioric_local_grocery_suic_local_hospital_2:ic_local_hotel_24px
Selected Image

= fonts

2
[+ 8
'

= gson

P Path color #4472c4 -

= hibernate ic_local_offer_24pxic_local_parking_24ic_local_pharmacy_ic_local_phone_24g
& hsgldb

& htmitest
_pizza_24pxic_local_play_24px. ic_local_post_officeic_local_printshop_

% Size @ No explicit size definition

9
K
a ||

£ W W VW WV W W W W W Y W Y Y Y

O Size definition [<svg width=... height=...)

= images

ic_loca
» & evil-icons-master

= GoogleMaterialDesignS'

& icons

O,
3
D
i

ic_local_see_24px.sic_local_shipping_2ic_local_taxi_24p=.sic_location_city_24y
= icons_big
Download lcon

= maki-master

%
)
©
O

= MaterialDesign-master
[ . - ic_location_disable ic_location_off_24pic_location_on_24pic_location_searchi
‘s open_icon_library-stand

& Ordnername eingeben

o
@
o3
D

= ownicons
P= pictures ic_lock_24px.svg ic_lock_open_24pxic_lock_outline_24f ic_looks_24px.svg

~fiis (3] 4] a8 a

= tango-icon-theme-0.8.9!

Need help? - Press this link to open short video.

wow LW W W W v vy v v

= Windowslcons-master ic_looks_3_24px.sviic_looks_4_24px.sviic_looks_5_24px.svic_looks_6_24px.sv;

CaptainCasa Enterprise Client




Dynamic SVG Adaptation

Original image
- /images/camera.svg

Now
- /images.camera.#008000.16x16.cCsvg

]

color size
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In the background...

Internal processing
- ,.ccsvg® is bound to servlet ,,DynamicimageServiet®

- Class ,,SVGImageManagerFactory“ creates instance of
,oVGlmageManager*

* Own class by registering via
,,iN1tSVGManagerClass(Class clazz)“

- Class ,,SVGImageManager* updates the SVG according
to color and size definition

Please check your icon library, if the internal
processing is ,,good enough“ to update the SVG
accordingly
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And one little issue

You can use ,,@<style_values>@“ inside the .ccsvg
image path:

Original image
- /images/camera.svg
,Hard way*
- /images.camera.#008000.16x16.ccsvg

,,o0ft way“
- /images.camera.®svgDark@.@svgNormalSize®.ccsvg
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CC and the image size ()

The client processing requires to know the size of
an image
- ...which is difficult to synchonously find out in
HTML/JavaScript

Consequence: if the size of an image is required,
the server is requested to find out!

- Servlet: ImageSizeServlet

- http://localhost:50000/cm2019/ccimagesize/images
/zzz1.svg
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CC and the image size (ll)

- You may help the client by encoding the default
image size into the name of the image
- /images/camera_16x16.svg
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Spring
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In principal, Spring is easy...

Context
— P getBean(<name>) \

Application

Configuration
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In principal, Spring is easy...

Context
— P getBean(<name>) \

Application

Configuration

CaptainCasa Enterprise Client




Spring inside CaptainCasa |

- #{d.LogiUIl.xxx}

public class Dispatch
{
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public Object get(<name>)




Spring inside CaptainCasa - Idea 1

#Hd.LogiRUl.xxx}

public class Dispatch

{
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Context
getBean(<name>) \V

public Object ge

} Configuration




Spring inside CaptainCasa - Idea 1

Example: Configuration of PageBeans via Spring

- Advantages
- Less code
- More structure
Disadvantages
- Debugging
- Complexity/Readability

Complexity is moved
- ...but not removed...!
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Spring inside CaptainCasa |

public DialogSessionxMLappTlicati ontext () throws BeansException
suEer();
webApplicationContext wac = applicationContextUtils. getwebdoplicationcontext(HTT
setParent{wac);

setClassLoader (HotDeployManager. currentclassioader());
CLog. f.log{CLog. LL_TNF,"Creating Spring DialogSessionxMLApplicationContext.");

public string getConfigLocation() { return m_configLocation; }
public void setConfigLocation{string configLocation)

m_configLocation = configlLocation;
setConfigLocations{configLocation);
rEfrESh(g;
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Spring inside CaptainCasa - Idea I

<context-params
<param-name=contextConfigLocation</param-names>
<param-value=classpath:context_webapplication. xml</param-value=
</context-params

<listener>
<listener-class=org. springfram@8ork. web. context. ContextLoaderListenear</listenar-class>
</1istener=

| — - | — ! -+
1 <%xml version="1. 0" Qhcoding= "UTF-§ 7=
2 <beans . xmlns= "Attp.: www. springframework. org/schemasbeans”
xmlns :xsi="http: Aww. wi. org/2001.XML 5chema-instance”
xsi:schemaLocation= "http.: swww. springframework. org/schemabeans
https . Awww, springframework. orgsschemasbeans spring-beans. xsd'=

| — — -

<bean. id="DialogsessiondpplicationContext”
class="org. eclnt. spring. context. DialogsessionxMLApp]icationcontext”
scope="prototype =
10 property. name="configLocation” value="springuibeans context_dialogsession. xmi"/ >
11 =/bean:
12
12 </beans:>
14

In Java

AbstractApplicationContext c = DialogSessionApplicationContextFactory. instance();
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ldea | combined with Idea Il

web.xml/Spring: WebApplicationContext
Context
getBean(<name> ) \
Configuration Q_ Dispatcher: DialogSessionContext

Context
getBean(<name>) \

el

*

Configuration
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This was the core of Spring, but...

This was the core of Spring, but...

- Based on this coupling of objects Spring built up a
service infrastructure for web/application

management
| Data Access/lntegration | b
m f—]onm MVC / Remoti
OXM JMS - ] { - ]
[ Transactions J { i ] { paf ]
[ AOP } [ Aspects ] [ Instrumentation j

Core Container

[ seere M S N Conteat ][ Linguage

Jl

Test

i

] W,




And now complexity starts...

Each of the services is complex
- Because it solves some complex problem!

Documentation is dependent on the service
- Example: Spring 5 ,,0penld Connect*®
* Some too short tutorials
» StackOverflow as main documentation
- Configuration: XML, 2 * Annotations

Configuration is complex

- Configuration approach requires deep understanding
of object structure

- May depend on Spring version
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Example: adding Spring security

web.xml
55
56 <filters
57 =filter-name=springsecurityFilterchain</filter-name=
58 =filter-class=org.springframework.web.filter.DelegatingFilterProxy=</filter-class>
59 </filter=
60 <filter-mapping>
61 <filter-name=springsecurityFilterchain=</filter-name=
62 <url-pattern=/*</url-pattern=
63 z/filter-mapping=
=A

security.xml

[J] DialogSessionXM [ [J] Dispatcher,java [ |%] web.xml [ [J] CCSecurityConfi [ M| securityxml £5 |¥| context_webappl 7

1 <b:beans. xmlns="HAttp.: " wuw. s f?ﬂgf?ﬂmewﬂfk Gfg/hchemQXEEEUfrty

xmlns:b="http: A www. spr mgﬁ amework. org/sschemasbeans " xmins:xsi="http:Awww. w3, org/2001 xMLScher

xs1:schemaLocation="http: f;hou ringframework. org/schema - beans hrqps,//huu*ipfrngf}ameuﬁfk org,
http: /. s,m ingframework. orgsschemassecurity hrtps: swww. springframe

<http auto-config="true"
<!-- development mode nn1y - to view page in editor --»
<intercept-url pattern="/7ndex. html" access="hasRole( 'ROLE_USER ") "/>
<intercept-url. pattern=",/%*" access="permitall"/ >

10 <csrf disab1ed=‘?rue";}

11 <!-- development mode only - to view page in editor --=>

12 <headers. disabled="true"/>

13 </http>

<authentication-manager:»

16 <authentication-providers

17 <user-services

18 <zuser - name= "yser"

19 password="$§2a$108QgIRpoTVspOMRCENOSC Ty U0 1ERUVXBERAT ealSZmt BEERMZLKO ThZ W
20 authorities="ROLE_USER" />

21 </user-services

22 <password-encoder - hash="bcrypt"™ />

23 </authentication-provider»

24 </authentication-manager:

CaptainCasa Enterprise Client
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My wish...

Spring provides a lot of infrastructure functions for
managing/securing web applications

Let us use these functions and let us gain/share the
knowledge how to use these functions
- Bulgaria in action!

Examples
- Spring SAML implementation
- Spring Openld Connect implementation
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CCEE
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CCEE = CaptainCasa Enterprise Edition

- Collection of useful frameworks to build a business
application
-+ Areas
- Configuration

- Persistence Management
- Scheduling

- Solr based text search

- ...and others
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CCEE Persistence Management

Very thin, very straight forward layer for persisting
Pojo-Objects

Why not Hibernate/JPA?
- Nice
* Object mapping
« DB abstraction
- Not nice:

 Combination with Context/Session
management

 Implicit navigation...
- Hidden Complexity!
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CCEE Persistence Management

Hibernate
/

= JPA

Q

)

@

S

g

(e

Ll

g Plain JDBC
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CCEE Persistence Management

...focusing on streamlining all SQL operations that

deal with one table!
- Mapping Pojo-Properties <> Table Columns
- Insert/update/delete

- Query
...possibility to add any free style SQL by directly
assembling SQL statements

- NO object factory
- NO implicit navigation
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Supported data types

Pojo Types JDBC Types
int, Integer Integer
byte, Byte, long, Long Byte, Long
float, Float, double, Double Float, Double
LocalDate java.sql.Date
- LocalTime java.sql.Time
@ LocalDateTime java.sgl.Timestamp
O Date java.sql.Timestamp
]
E java.sql.Date/Time/Timestamp java.sql.Data/Time/Timestamp
% BigDecimal BigDecimal
e Biginteger Long
Ll
> boolean, Boolean Boolean
8 UuID String (“d3c26822-70d8-4a1d-977f-394b04e0fd67")
c
I byte[] byte[]
+—J
a
©
O




.
DOFWSql

query(...)
- queryColumnData(...)
- queryTop(...)
- queryOne(...)
- queryDistinct(...)
- queryFunction(...)
save(...)
- insert(...)
- update(...)
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DB ,,Context nhame*

Each context is associated with own database

configuration

- Every DOFWSql function allows to pass the context
name

Purpose: working with multiple databases
- But: no synchronized commit!
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Job Scheduler

package org.eclnt.ccee.quartz. logic;
public interface ICCEElob

public void executelob(string parameters, CCEEJobExecutionContext jobExecutionContext);

Quartz Configuration

Monitoring  Configuration  Database schema =

Start 03.06.201912:55:30 ~ bis -
SEEETI TR [ EEE Job execution protocol X I
NS ) )
cC Job Id Status | d 159f77a8-30d1-4783-951e-9ed0775baTa8 a
q) QutputAllAttendees ENDED Status ENDED -8642048be7
o QutputAllAttendees ENDED 51db2214631
— OQutputAllAttendees ENDED II\;O c|12F‘Ejung attendee: 788381fc-2723-462a-8a0a- 265 32800
k ) acsral aC
SuipuibiErizs EDED INFO | Found attendee: e7a344b08-f334-4236-8fd2- Eb95e923b51
(D) OutputAllAtiandess ENDED c209Ba131eb Sbfesf608
(Vp] OutputAllAtrendees ENDED INFO | Found attendee: 83c7d504-bec8-4ba5-848a- GrocBRIE734
: : QutputAllAttendees ENDED bbcf73612d50 69623bfe80
INFO | Found attendee: e87eb320-f412-4645-a6d7-
(el OutputAllAtiendess ENDED et et §1eaeBbibel
— OurpurtAlltiendess ENDED  protokoll INFO | Found atiendee: 4da20a15-3948-4f04-b5f6- ed0775ba7a8
) OutpurAllActendees ENDED 713085069457 80155001
utpu: rtendees : B - : sfc70dc
‘l—‘ OutputAllA d ENDED L%F?Sésto;nsddat(endee 66%18fe5-c8bb-debb-83fb 23afc70dcd7
= s
Ll DTS FUDEY INFO | Found atiendee: 98291 bb-0366-4222-3463- TR
QutputAllAttendees ENDED b317bd0eTc2a 21519d1db638
(U OutputAllAttendees ENDED INFO | Found attendee: f3c104ad-0283-4583-a03e- #141030balcb?
(7p] OutputAllAtiendees ENDED a29d1bciedch 112 cda2d4137
INFQ | Found atiendee: eea878e7-c037-4499-2aba-
(o] OutputhllAtiendees ENDED | Found artendes: eead78e7-c ave 7 ledo=0208501
U OutputAllAttendees ENDED Abbrech 955cc19bbde
rechen
(o OutputAllAtendees ENDED c3c4bb3757
o=
)
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Job Scheduler

Internally is based on ,,Quartz*

Update of Job-execution-tables in same transaction
than application
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CloneUtil

public static <=CLASS extends Serializable> CLASS createClone(CLASS o)

try
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Containers
and
Sizing
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-_—
Default Container (PANE, ...)

, Pixel*-sizing
- width=“100*
- width=“100+*
Percentage-sizing
- width=“50%"“
- width=“50%;200*
- cutwidth="true*

(same with height)
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Layering

- OVERLAYAREA
OVERLAYAREAITEM
- X,Yy,width,height
- showonareamousover
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Filling lines...

ROWFLEXLINECONTAINER
- Columns: ROWFLEXCOLUMNCONTAINER

ROWMATRIXAREA

ROWADAPTIVEAREA
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Animations
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-_— .
CAPTUREANIMATOR

PANE
CAPTURANIMATOR  trigger
animationtype
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R ————
ANIMATECHANGEOFSIZE

- ...with any component!

e
c
2
O
O
.U)
-
a
—
@
b
c
L
C
(7]
(o}
O
c
©
)
o
(o]
O




Session Management
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The principal problem

Browser
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The principal problem

Browser
" 4711 4711
c
0
o 4711 4711 4711
a
3
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Default: Sessionld encode into URLs,
no Cookies

Any URL that is passed from the server to the client
in order to continue the session incorporates some
encoded sessionld

- http://...... /whatever/xyz.html;jsessionld=4711

Advantage
- No Cookie required!

- No problem to have individual http-sessions per
browser tab

Disadvantag
- No Cookie required!
- Problems with almost all SSO frameworks...




Cookie Problem

The ,,normal default® today is session management
by Cookie

But: Cookies are shared across browser tabs!

- Cookies are nice to transfer authentication session
information - but are not usable to identify one
browser tab!!!
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Cookie Problem

Browser
Tab2
Browser
Tab1
4711 4711
4711 4711 4711

Server
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Luckily,
CaptainCasa keeps a ,,Subpage-ld*

CC JavaScript Client

0816
CC JavaScript Client
1=
Q
O 4711 4711
4
5 o813 0815 0816
E 4711 4711 4711
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i
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What the server does with the
Subpageld...

Any expression is (and was always!) resolved by a
CC-Expression-Resolver
- #{d.WhateverUl.firstName}

@override
public object getvalue(ELContext context,
Object - base,
Object. property)
throws NullPointerException, PropertyNotFoundException, ELExXception

S/ "wvariable resolver . Processing”
if (base == null. && property  !'=-null)

if (m_firstResolving == true)

This is the place where the lookup of e.g. ,,d“ is
done per Subpageld




Consequence

Switching to Cookie-based session management is

possible

- Objects of one tab (subpageld) are clearly separated
from objects of another tab

web.xml

344

34 5 . | . ARERTRERRRW SESSION  MANAGEMENT  S# Ao e d ke A AR A AR A R R A AR A w &R
346

347 {EESSﬁmn—cunFﬁg}

348 <session-timeout>60</session-timeout>

£349 <tracking-mode>COOKIE</tracking-mode>

350 . . </sessjon-config=

oy |

system.xml

J__J} HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
14 —-—=

15 <Ses5570onmanagemernt

16 type="TCOOKTE "
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Two types of sessions

,Classic®“  HttpSession (cross Browser)
, New* SubpageSession (per Browser)

You now have to clearly separate in order to be
able to transfer your application from ,,URL-mode*
to ,,COOKIE*“-mode

- In URL-mode 1 httpSession => 1 subpageSession
- In COOKIE-mode 1 httpSession => n subpageSessions

HttpSessionAccess.getDialogSession()
- always returns back the ,,per browser session




Integrating
other
Web Frameworks
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IFRAME based integration

Advantages
- Maximum level of isolation
 JS libraries
e CSS
Disadvantages / Challenges

- ,,Heavy approach*
- Loosing the context when closing/reopening
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-_—
IFRAMEINCLUDE component

4711 » CONAE.
Data IFRAMEINCLUDE

RISCIframeIncludeBuffer

bridge.html?4711

\J

function ccReactOnNewConfiguration
FromServerProvided()

{
3

bridge.html

Browser
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IFRAMEINCLUDE component

Data IFRAMEINCLUDE
Callback bridge.htm(24711
RISCIframeIncludeBuffer v

function _processCallback(paramString)

{

var callback = readCallback();
callback.callback(paramString);

13

bridge.html

Browser
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Typical issues

Cross site scripting problems?

- No! - The bridge page is running on the sime sitet
than the RISC-page!

Interim data to be stored in bridge page?
- Use RISClframelncludeBuffer[,,OWNDATA_“+bufferld]
Drag/Drop possible?

- Yes.

Usable for fine grained controls?
- No...

- In this case: write own CC component which is
directly part of the RISC page
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Result

IFRAMEINCLUDE

Browser

configdata event
String String
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Audit
Survival Guide
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_—
Audit Survival Guide |

Please...
- Integrate us into your activities!
 We are interested, of course!
* We gained some experience in the meantime

* ...but please also reserve some budget for
integrating us... ;-)
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Audit Survival Guide I

- We documented some of our experiences here:

http://www.captaincasa.com/pdf/eclnt_risc_audithi
nts.pdf

Servlets

BufferedContentServiet

Purpose

A application may produce explicit content that it nesds to publich to the dlient az URL.

On olient side the oontent may be shown in 2 parallel browser tab jcompanent

JSHOWURL) or it may be part of the download processing {components FILEDOWNLOAD')

Exampies:

* Generated POF bye[]

* Generated HTWL-String

The application creates this content with a specific, non-guessable |4 (part of

DefaultBufferedContent). The id iz part of the URL that is passed to the olient - and is
i from an application cantent.

The BufferedCaontentServiet & the revipient of this URL, and transfers the corresponding

application content to the client. The content oan only be acoessed within an agtive htzp

seszion. If opening the content cutide the session (e.. by having passe the URL to

somecne else), an error will ooour.

Processing of input parameters
The servlet analyses itz URL and retrieves the parameters it requires out of the URL. Most
important: the  to find the content to be trancferred. If the id iz wrong then it does not
find the content and will return with some error a consequencs.

Mo %55 vulnerability!

The zerdet a: conzequence passes the id parameter into its internal procszsing without

3. esoaping it (escaping due to preventing XNS5). Any esomping would have the
nce that the content is not found anymare. - On the other side: any attempt to

update the URL by trying to add X55 alsa as that

iz not found - resulting an errar.

DynamiclmageServiet

Purpose

There are oertsin situations in which the client procesing pravides the pessibility to

dymamiaally oreats image file: (PNG, SVG) - which are oreated by accessing the
with some URL. in which the parameters for creating.

the image are contained

» Example: */codynamicimage! textimage(Hello warld, 12,8FF0000)" creates an ioon with
text “Hello world™ in size “12” and with oolor “FFFO000".

- Example: */resources. test #FFO000. 16x16.comvg™ uses the joon “resources/test.ovg”,
set its background to “#FF0000" and its witth and height ~16™

CaptainCasa Enterprise Client




Audit Survival Guide lli

Veracode Scans are ,,industry standard“
- Static byte code analysis
- The results are stupid - ...sometimes!
 Example: Log-Infection

» ...and Veracode only accepts limited libraries
that is trust (,,ESAPI®)

— Qur lessons learned

* Follow the VW paradigm: and update the code
so that Veracode is satisfied... if Veracode is
too weird

 ,Mitigate* the spots
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Example

Ve ry H 19 h 0 Flawld Module# Class# Module Location Fix By
E |g h 0 610 6 _ /BufferedContentServiet java 82
M ed ium 478 564 6 . IBufferedContentServiet java 82
A ut h o) ri Zati on | ssues 499 6 _/BufferedContentServiet java 159
CRLF Injection 705 6 . JBufferedContentServiet java 159
631 5 . JBufferedContentServiet java 165
56 5 . /BufferedContentServiet java 165
)
c
O g g org/.../ulil/CCELResolver java 247
=
O q 9 org/../util/CCELResolver java 247
()
(7] : i
" 455 9 org/._/uti/CCEL Resolver java 247
o
CIL) 181 9 org/.../util/CCELResolver java 276
-
LICJ 71 9 org/__/uti/CCEL Resolver java 276
{3 ({3
(c ClOg.L.lOg(INF, eeo oo + XyZ) 5 :
e 210 9 org/../ulil/CCELResolver java 278
©
@) 463 9 org/._./uti/CCEL Resolver java 278
c
®
S 327 9 org/../uti/CCEL Resolver java 316
(el
©




9 SO IUtion ¢ gub'l-i:: class extends Logger

Logger m_redirectLogger = null;

pubTlic CLogLogger (String name, String resourceBundleName)

super {name, . resourceBund]enName);

Very ngh public CLogLogger{Logger redirectLogger)

High Super(redirecthgger.getmame()+“_5ecure“,redirectLugger.
m_redirectLogger = redirectLogger;

Medium

Boverride

Authorization lssues public void log{Level Tevel, sString msqg)

if (1isiooa

CRLF Injection : gl P AL
Ppibdate msg it required
String clean = ESAPI. encoder().encodeForHTML{msg);
lmsg. equals(clean)) E1E$ﬂ +=" {(Cleaned)";
2o ooder == riu

supe
glse
m_redirectLogger. log(level,clean);

org/.../util’CCELResolver. java 247

9 org/_../util’CCELResolver. java 247

9 org/.../util’CCELResolver.java 276

71 9 org/_ /utifCCELResolver java 276

€ ({3
Clog.L.log(INF,“....“ + xyz) | |

210 9 org/_. /uti’CCELResolver java 278

463 9 org/_. /uti’CCELResolver java 278

327 9 org/_../utiifCCELResolver java 316
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Example - XSS Flaw

http://..../images.camera.#FF0000.16x16.ccsvg

DynamiclmageServlet

 Take parameters from URL
* name
color
size

 Call function:
 String svg = createSVGImage(name,color,size);

e Return svg as response
* response.getWriter.println(svg)
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Example - XSS Flaw

http://..../images.camera.#FF0000.16x16.ccsvg

http://..../<script>alert('Hallo')</script>.camera.#FF0000.16x16.ccsvg

DynamiclmageServlet

 Take parameters from URL
* name
color
size

 Call function:
 String svg = createSVGImage(name,color,size);

e Return svg as response
* response.getWriter.println(svg)
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,oolution*

http://..../images.camera.#FF0000.16x16.ccsvg
http://..../<script>alert('Hallo')</script>.camera.#FF0000.16x16.ccsvg

Dynamiclmageser )44 mitigation comment* into Veracode scan tool,

in which you describe, how the functions ensure

° i : 1nti
Take parame that NO Cross site SCI’]ptlng can OCcCur.

* name
color

, Use ESAPI encoding methods wherever appropriate.
size

Here: color, size

e Call function

« String svg = createSVGImage(name,color,size); i ?

 Return svg as response
* response.getWriter.println(svg)
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Severe flaws from audit activity
Examples:

DynamiclmageServlet

- /dynamicimage/textimage(Hello,1500,#FF0000)
- now checked for reasonable parameters

- /dynamicimage/WEB-INF/web.xml
- now only accesses images
ClassLoaderResourceReader

- /com.harry.HarryUl.clresource
- now only accesses images
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Consequences

Keep up to date with CaptainCasa releases

Proposal

- One selected person of your company to be
registered for ,,Security-lssues-Mailing-List“

 Communication of flaws via this mailing list

)
C
2
O
w
'U)
-
(@)
—
O
b
C
L
©
wn
©
O
c
©
o+
(@)
©
O




CaptainCasa
Services
n
Bulgaria
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Evolution IT - The partner in BG
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Sofia

UL 9sLiduaju] esejulerde)
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Typical project

...get to know!

- Bjorn, Branimir

- First PoC by small project 4-6 week
Kickoff in Sofia

Close cooperation
- Two weekly meetings
» Backlog meeting
 Status meeting

- Skyyyyype!
Quarterly/Half a year meetings in Sofia
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What ,,Meeting in Sofia means*

Flight
- Duration: 2h
- Cost ,,WizzAir Priority“: 150 EUR

Hotel (5 minutes from office)
- 60 EUR per night

CaptainCasa Enterprise Client




What ,,Meeting in Sofia means*

Restaurants
- Really cheap (and good!)

Efficiency
- 2 V2 days of travel => 1 V2 days of work
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Other issues...

Rates v Q/\
- 390 EUR per day W 23\

Onboarding time
- 2-4 weeks
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Roadmap 2018
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- e
Roadmap 2019

Components Install + Project Setup | Infrastructure
Mobile gestures (sizing) | MacOS Embed useful Spring

RISC Feature Linux functions in front of

Client Feature CC-processing
Feature Gradle

Idea
Swing (Maintenance)
FX (Maintenance)
PageBean PageBean CCEE
Components Components

Project
Project

Services Project

CaptainCasa Enterprise Client




-_—
Kenfuzius Bjorn says:

Ctrl-Shift-O

macht froh!
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